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Protect yourself with these tips:

Watch out for Thank You letters from Amazon or other 
reputable companies containing USB drives.
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Do not insert any USB drives that you did not request 
into a computer without having them checked by 
the IT Department.
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If you already inserted a USB drive into your computer, 
immediately contact your IT Department or 
Intrada Technologies.
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USB Scam Warning!USB Scam Warning!
A recent FBI warning warns U.S. companies to be on guard for packages 

containing malicious USB drives from the FIN7 cybercrime group. 

The USB drives register on users’ PCs as unseen, virtual keyboards 

with pre-configured keystrokes in an effort to download or install 

various types of malware.

Thank You “Gift” Only Presents Problems


