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IT Security Incident
Response Plan

Both companies and individuals should have an IT Security Incident Response Plan. In a
corporate environment, employees, vendors, and contractors need to know how to quickly
report an incident to the correct people to respond and address the situation.

What is considered an “incident”?

An occurrence, condition, or situation arising in the course of work that resulted in or
could have resulted in:

e Loss of data, compromise of account information, exchange of Pll information,
unauthorized network access,

e Phishing scam, email spoofing, or social attempt to collect information.

Building an effective IT Security Incident Response Plan
involves a proactive approach. Intrada recommends the following:

1. ldentify and appoint staff to a Center Security Team (CST).
2. You must communicate all incidents and situations immediately to the CST.

3. Engage in the response phase. Intrada breaks down the response phase into
four sub-categories: detection, analysis, recovery and post-incident.
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